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PURPOSE:
1.1

To ensure that all Privacy Breaches and Complaints involving Personal Health Information
are reported, recorded and investigated.

1.2

To prescribe the process to investigate Privacy Breaches and Complaints.

1.3

To establish procedures that implement corrective actions and to minimize the risk of
additional Privacy Breaches.

DEFINITIONS:
2.1

Complaint: A Complaint made to a Trustee by any person alleging a Privacy Breach.

2.2

Health Care Facility: A hospital, personal care home, Psychiatric Facility, medical clinic,
laboratory, CancerCare Manitoba and community health centre or other facility in which
Health Care is provided and that is designated in the regulations under PHIA.

2.3

Individual: A patient, client or resident receiving or has received health care services within
the WRHA/ Health Care Facility. For the purpose of access, correction, use and disclosure
of Personal Health Information Individual includes Persons Permitted to Exercise the Rights
of an Individual.

DISCLAIMER: Please be advised that printed versions of any policy, or policies posted on external web pages, may not be the most current
version of the policy. Although we make every effort to ensure that all information is accurate and complete, policies are regularly under review and
in the process of being amended and we cannot guarantee the accuracy of printed policies or policies on external web pages. At any given time
the most current version of any WRHA policy will be deemed to apply. Users should verify that any policy is the most current policy before acting
on it. For the most up to date version of any policy please call 204-926-7000 and ask for the Regional Policy Chair’s office.
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Personal Health Information: Recorded information about an identifiable Individual that
relates to:


the Individual’s health, or health care history, including genetic information about the
Individual;
 the provision of health care to the Individual; or
 payment for health care provided to the Individual;
and includes:
 the PHIN (personal health identification number) and any other identification
number, symbol or particular assigned to an Individual; and
 any identifying information about the Individual that is collected in the course of, and
is incidental to, the provision of health care or payment for health care;
and for further clarity includes:
 personal information such as financial position, home conditions, domestic
difficulties or any other private matters relating to the Individual which have been
disclosed to the Trustee;
and for the purpose of the Confidentiality policy (See WRHA policy 10.40.020):
any Personal Health Information exchanged verbally about an identifiable Individual.
2.5

Persons Associated with the WRHA/Health Care Facility includes: all contracted persons,
volunteers, students, researchers, WRHA medical staff, educators, members of the Boards
of Directors, Information Managers, employees, or agents of any of the above or other
health agencies.

2.6

PHIA: The Personal Health Information Act (Manitoba).

2.7

Privacy Breach: is the result of an unauthorized access, collection, use or disclosure of
Personal Health Information in violation of The Personal Health Information Act, or the
integrity or security of the information is in some way compromised.

2.8

Privacy Officer: An employee designated by the WRHA or Site whose responsibilities may
include dealing with requests from Individuals who wish to examine and copy or to correct
Personal Health Information collected and maintained by the Trustee and facilitating the
Trustee’s compliance with PHIA. The definition is intended to mean the Privacy Officer
and/or their delegate.

2.9

Record or Recorded Information: A Record of information in any form, and includes
information that is written, photographed, Recorded or stored in any manner, on any
storage medium or by any means, including by graphic, electronic or mechanical means,
but does not include electronic software or any mechanism that produces Records.

2.10

Security: The process of protecting the Personal Health Information by assessing threats
and risks to information and taking steps to mitigate these threats and risks. The result is
the consistent application of standards and controls to protect the integrity and privacy of
the information during all aspects of its use, processing, disclosure, transmittal, transport,
storage, retention including conversion to a different medium and destruction.

2.11

Site: A Health Care Facility, community health centre, Manitoba eHealth, community office
within the WRHA.

2.12

Trustee: A health professional, Health Care Facility, public body, or health services agency
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that collects or maintains Personal Health Information. For clarity, the WRHA as a public
body is the Trustee of the Personal Health Information collected and maintained within
Health Care Facilities and Sites owned and/or operated by the WRHA and includes
Community Health Services and Manitoba eHealth. The other hospitals and personal care
homes within the region are Trustees of the Personal Health Information collected and
maintained at each Individual Health Care Facility.

3.0

4.0

POLICY:
3.1

Any Persons Associated with the WRHA/Health Care Facility, who have received a
Complaint, or who have knowledge of a Privacy Breach or reasonable suspicion of a
Privacy Breach, shall immediately notify their manager or Privacy Officer at the Site or the
WRHA Chief Privacy Officer. The Manager shall notify their Regional Director once a
breach is confirmed or as appropriate.

3.2.

The manager shall consult with the Privacy Officer at the Site, who will consult with the
WRHA Chief Privacy Officer if necessary, to determine whether investigating the Complaint
or possible Privacy Breach is required. In determining whether to proceed with an
investigation, the Manager and/or Privacy Officer at the Site shall consider:
 if the elapsed time has made the investigation no longer practicable;
 whether the Complaint has been made in good faith; and
 whether the circumstance warrants an investigation.

3.3

Where the initial investigation reveals that a confirmed/unconfirmed Privacy Breach requires
additional investigation, the Privacy Officer at the Site and Manager shall determine who will
take the lead on the investigation and will consult with Human Resources. The Privacy
Officer at the Site shall immediately inform the WRHA Chief Privacy Officer where the
confirmed/unconfirmed Privacy Breach involves a large number of Records or heightened
sensitivity.

3.4

In accordance with Section 4.6 of this policy, all confirmed Privacy Breaches must be
documented in the RL Solutions database by the privacy officer conducting the
investigation.

PROCEDURE:
4.1

The Manager and/or the Privacy Officer at the Site shall conduct the initial investigation,
which may include:
 identification of the Persons Associated with the WRHA/Health Care Facility
involved;
 identification of the Personal Health Information in question;
 the nature and extent of the alleged Privacy Breach;
 gathering relevant documents;
 consulting with the appropriate resources, including Regional Director, Legal,
Human Resources and/or the Chief Privacy Officer prior to interviewing staff
where there may be potential disciplinary consequences; maintain appropriate
documentation.

4.2

Based on the findings of the initial investigation, the Manager and/or Privacy Officer at the
Site shall determine the status of the event to be one of the following:
 No Privacy Breach;
 Unconfirmed Privacy Breach; or
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Confirmed Privacy Breach.

Where the initial investigation reveals:
4.3.1 No Privacy Breach: If the investigation ensued as a result of a Complaint filed by an
Individual, the Manager and/or Privacy Officer at the Site must advise the
Individual(s) that the investigation determined no Privacy Breach occurred and they
have a right to make a Complaint to the Manitoba Ombudsman.
4.3.2 Unconfirmed Privacy Breach: The Manager and/or Privacy Officer at the Site may,
at the discretion of the Privacy Officer at the Site, notify the WRHA Chief Privacy
Officer and the Individual(s) affected, provide an explanation and advise that further
investigation is underway.
4.3.2.1 If the unconfirmed Privacy Breach is later determined to be a confirmed
Privacy Breach, the process in 4.3.3 of this policy must be followed.
4.3.2.2 If it is determined that no Privacy Breach has occurred, the process in 4.3.1
of this policy must be followed.
4.3.3

4.4

Confirmed Privacy Breach: The Manager and/or Privacy Officer at the Site, shall
notify the WRHA Chief Privacy Officer of the breach and at the discretion of the
Privacy Officer at the Site and in consultation with the WRHA Chief Privacy Officer,
may notify the Individual(s) affected, apologize and advise them of their right to
make a Complaint to the Manitoba Ombudsman.
4.3.3.1 Take immediate steps to contain the Privacy Breach by stopping the
unauthorized practice; recover the Records; revoke access or correct
weaknesses in physical Security.
4.3.3.2 The Privacy Officer at the Site shall obtain a copy of the signed PHIA
Pledge of Confidentiality for the Person Associated with the WRHA/Health
Care Facility or confirm PHIA training via the Learning Management
System.
4.3.3.3 Any alleged breaches of this Policy involving physicians shall initially be
investigated and processed in accordance with this Policy. Should a
physician be found to be in breach of this Policy, appropriate disposition
shall occur in consultation with the WRHA facility and the WRHA CMO.
This disposition does not prevent the simultaneous referral of the issue by
the WRHA CMO as a “complaint” pursuant to Section 8 of the Medical Staff
By-law. The “Regional CMO” may determine the appropriate disposition of
the complaint, in accordance with the Medical Staff By-law, and whether the
physician’s privileges should be affected. Physician privileges can only be
affected through the By-law processes in the Medical Staff By-law.
4.3.3.4 The Manager and Privacy Officer at the Site shall inform Human Resources
of the Privacy Breach and discuss further investigation options.
4.3.3.5 The Manager and Human Resources will expand the investigation to include
employee interviews and determine if the Privacy Breach is a willful or nonwillfull Privacy Breach or a systemic breach.
4.3.3.6 The Privacy Officer at the Site and/or the WRHA Chief Privacy Officer will
be responsible for communication with contracted persons, volunteers,
students, researchers, WRHA medical staff, educators, members of the
Boards of Directors, Information Managers or agents of any of the above or
other health services agencies regarding the findings of the investigation.

Where a confirmed Privacy Breach is determined to be willful:
4.4.1 The Privacy Officer at the Site in consultation with Human Resources will
determine the severity of the Privacy Breach.
4.4.2 The Manager in consultation with Human Resources will determine the
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disciplinary action to be taken.
4.4.3 The Manager and/or Privacy Officer at the Site in consultation with the
WRHA Chief Privacy Officer will send a final letter to Individual(s).
4.4.4 Where a Privacy Breach involves a physician, the process outlined in 4.4.1
– 4.4.3 will be conducted by the CMO and Chief Privacy Officer.

5.0

4.5

Where a confirmed Privacy Breach is determined to be a non-willful or systemic Privacy
Breach; the Privacy Officer at the Site shall ensure the issue is rectified and/or make
recommendations to the Department/Unit/Manager.

4.6

For willful and non-willful or systemic Privacy Breaches, the Privacy Officer at the Site shall
document the details of the Privacy Breach, the subsequent investigation and the
corrective actions taken in the RL Solutions database.

4.7

All Privacy Officer at the Sites may prepare an annual Privacy Breach summary report for
their Senior Management with a copy also provided to the WRHA Chief Privacy Officer.

4.8

The WRHA Chief Privacy Officer may, on an annual basis, prepare a regional Privacy
Breach summary report for the WRHA Chief Executive Officer.

REFERENCE:
5.1
5.2
5.3

The Personal Health Information Act
The Personal Health Information Act Regulations
Privacy Breach Investigation Process Chart

http://home.wrha.mb.ca/privacy/phia_policies.php
5.4

Discipline and Discharge Policy, #20.80.010
Policy Contact:

Christina Von Schindler, WRHA Chief Privacy Officer

